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K%ﬁ(uT\EﬁhéﬂVn)ﬂmbéa FAEREFRIT—E 2 (LT, TRP—E 2]
Ln9,) O —E2ERE LR, —2f44EE] L o,) ITESWT, HBaEnE
AERAERHE (& CP/CPS1. 4 ITEEKT D, LAT. [RIAFE] LWvo,) ~FITT 2FHHE
FREBIE (K CP/CPS1.5.1 (2) IZEFRT D, LT, [FIUHHEFEHIE) Lv9,) OmEb)7ZRE
- BHRICETA2UEDORY —BLXOZ0oR) > —2EMTE7-00 . #EFFE2E
HHZEEEHBET D,

1. 2 B=

LE, AP —ERBWTEFRER (BT, TRERER ] Lvo,) Z&REL, Stk
DT 2EFRKY — X 2R AEDPFIMN T 2 72O L E R R B TEREOIRIT & EH
2179,

A CP/CPS 1%, AGRRER2SRBREHET; 217 2 BROEMICET 2R TH Y | FBAIT/RFB LU
PR 2 B T ARRIER OER S8, FIHZE & AR & OBfR, RFBIEF/AFIHE TR LT
AT HDFHF A EOT Y N EEZED TV D, FIHEIEHEZEOID W Zid, BiE
Bk - FAT « FH - FREAT - RS - AV TICRA 250k, 3 LU T $F L FIHIC
BES 2 BN B £ 5,

WMk, IETF PKIX U—F% o 7L —7FMNED D RFC3647 [Certificate Policy and
Certification Practices Framework] D7 L — AT — 7 (ZHEL TA CP/CPS ZE0# T 5,

A CP/CPS 1%, ARRRERNFEATT DEFREAFTDO TR 7 7 A MZONTHED D, A
Jlx, BEFREHEBOGEHERY >— (LI, ICP) &wo,) ZEBNZEDT . A CP/CPS
MCPEEEZTDHHEDET D,

FIFHEIE, A CP/CPS DRIAIZETHET D bD LT 5,

L, V=T YA P ETEEREZEMT LS LICXY . ACP/CPS ODNKELEET D
ZEMTEDLLDET D, ZOHE, HMALRII, FHEFEOREOH BN LT,
ERBZEOBREZEMT 26D ET D,
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1. 3 XEAMEHER

AR CP/CPS DIERLFRIE, Dpost B FEMHFRGER FEERY v — G85EREHH R
(Certificate Policy/Certification Practice Statement)] &9 5,
AFRRERR CIEFA IR E L7,
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1. 4 PKIOBEFZRE

A CP/CPS IZFTik S41 2% PKI DBREZLLTICED 5, ABIRE L. A CP/CPS DNAIC
FIE L. A CP/CPS DED D FHs & B5F LT 72 5720,
ARFGERIAR D HEREONESIT 2K 11577,

FII

EE

AT A BT — %

e . —— — —— —— — — —— — — — . . e g

=#F (RA) #frhR (1A)

wolL fRsIE I 5

FIIR A B A (R
FI SR # G T)

1. BfRE

AFERERITERD AR E LT DR %, £ 1177,

#1. BfRE L2 D& E|

EfRE

&%

Eo NS

YP—EAM BRI RE LB 25 L BB 7 REIE IR B 217D, "B 1-RER & Tl
S5 Tl FIHE ORI B REA & O FEAT H G S, R B RERA & O K2 B i 252 )
Tt BT ICHERLL AR IR A RS INA O B RS M AR NHERB 21TV, R
AL AT SR S, RN ERZ | Bk T AT Ll L TRITRISH L TIT),

7B FRIF L, I TEREOH R E OB ERHIRIL, FIHZEFEAEDO KB DR
% BRIV AT Dl L CRIT ISR LT TO 2L TE D,

ek Ry (RA*D)

BEREIT, RIFEDDOFI I FE ERATE R SUTRDERZZ I | KGR D, KR
% FATIRC, R REHEO R TER UK ERELT, BRI AT A%, FIA
F G AR SR, FATER KON, RNEREATHIRERH RA BiR & RA SR D A&7
—BEERTD RA P — DR END,

*1: Registration Authority
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FHHE RHE D, RV —E 22T HILEERUIZE THY, EBIGEHELZF AT 5E5 20
Do
“fEA
JENERETHMEA
SENERET DM ADS GO 29— 2O BT DR E BES NI
fEANFEE
AE N TS YOS DY —E 2OF I OMERE BTSN
BERRIE. AT FIHE LA EORITEREZITV, FIHE X, RRAERNG,
FIFRHE B4 # B ORI AE IR EOR AFF# 2% 105,
FIFAZE LA CP/CPS IZ[FAIE L, A CP/CPS OFIHFH DFHs A WSFLR2TALUZ 2D,
BARREE FH# O BALRR O TR R ICHE, BRAER B L ORI FEHEOAIEIC >V ThRiGEEE
IHEEND,
BARGER 1T AN OWCHAELRIE Lz EC, FIAAEGEAEZFRIH LT h
EVANCYANAN
FRIESR (CA*2) ARV —EADBIFEBEZT,
Bk EREEZET) | FBITRE VRN CRONOLRERSILS,
*2: Certification Authority
GOVRTI L CPICPS 2. ICE#T S
AT ek b ORI AETEHEORITH R UL, K RICESE | FIAEEHEDRIT
(1A*) X, KNEITH, FITRIZLULTOEBEZROE S,
GEBERZNY A b (BUFL TCRLM) L9 ,) DFT
FIHEEAR, FIAEAREEOST 04K, PIND a— RSO AR & O T-REH &
RIS ~ D FI| A3 B 40 B & R 35 RE R 2 O R A
FATIR KD BAT SN B BN 5 ORI HE ~D %%
ARGERE R ORRRE R B LD A L) DFEFE CORIERELRD T A 75 A 7 VEH
K OFAT IRy O E B
BB, FITROA L a—F AT ML, BFAEHELRITT 572D DOFITH RA i
KEBLOHM 25T IA VP — "B S LD,
*3: Issuing Authority
*4: Certificate Revocation List
*5: Personal Identification Number
B E OB | LS b O (FIHE) BMRE THZELEFEH T 2B TICE LY, R

AERDNE T EL 2N 5T 528 TEDO RO IE S EZRFET D,
AP —EANFEITTLEAAEHAELL TUI TROLDRDHD,

* AALE SR RIE A

FI A REA E
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1. 5 EFEAEOAE

1. 5. 1 GHIEAEBOES

RBIERIL. LT OB FAEAELRITT 5,
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HEZ LD,
#2. VARV M) ONE
15 PUE S INBRITIE
Z< CP/CPS EEIT5E5 28 https://www. dnp. co. jp/biz/solut
ion/products/detail/10161867_15
67. html
CRL FAE R OELEEE | http://mpkicr]l. managedpki. ne. jp/
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3. 4 KHYPBERFORANEHEE LB

AGRRER TiE, M
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X, MEEFEOFTEIFEEHERD D,

11

Copyright 2022  Dai Nippon Printing Co., Ltd. All Rights Reserved.



4. 3 FIREIMHAEDRT

4. 3. 1 FIAEMAERTROZBUARDDITE
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v M VICTART 5,

4. 4. 3 BIARICKStDBEFREICXT HFAEMASRITOEM
AFFERIEL, A CP/CPS4. 3.2 OBEICHASL b DOLUN~OFHEFEAEDORITEM AT
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AFBRERIZ, BRI & DR VORI A TEAEO B 21Tz, BEdEd,
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() AREERDRRERS 2 LT 256
(%) = XMIE ICEDDEE
(7)  FIREZLELOFPEEAEDFEICIEL B ShR o256
() FIREPEC ETITRER L5 E
(7)) Zoftl, ARRRERPLE LW LIS E
(2)  FIHER LI DKM

4. 9. 2 ZXRMPFENBHONDLE

A CP/CPS4.9.1 ([ZFC#EDFHIZIRY | BEJRDN IR GEE & L TRITRICK LA &2 +R
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%‘niﬁﬂi@g%)‘jjk LY CRL ’\O)}iﬁﬂ%ff %) 2T, ziznu nE)%' i%”)ﬂ%nﬁ“%i@%uﬁﬁ ﬁfff‘kT L7z
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VN \mi’ié%@%ﬁg’ﬁfﬁw%%’ﬂﬁﬁé FATIRNZHOWTIE, &
BLOERITRKBMGEZRE L, KT, TIXBR R AT D,

19

Copyright 2022  Dai Nippon Printing Co., Ltd. All Rights Reserved.



5. 1. 5 XKKIHTHFHIEBLIE
AMiEEIE. TS L T 5, BITRICOVWTIE., ABIERIEL Y AT LERETHE
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(2)

(3)
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(5)
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(7)

(8)
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RATREEE
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AT LOMERF - EEET O

BATRA L —4
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s

9. 4. 4 EARMEORWLSIUVREE

BLRGERIX, LT ORBEA D 2 & 2R LIGET 5,

U)iﬁwm%15ﬁﬁméﬂt% AERE B Z T2 2 &,

(2) AEREORNEOMGEEIC LY . FIAEREAEZEET 20 G027 5
_a

(3)  AFRIERMAFAT LB FIEHEO AN & TR EFEHOMREITH 2 &

(4)  CRLIC K 2RO WOMRAEITH Z &

(5)  AEIZHESNTEB/EORBITICE 0 RAE L FRICH LETEZAD 2 &

9. 5 &R

AEREERIE. A CP/CPS9. 4. 1. 9. 4. 2 |TE W A IREEIC HEENOBIFEICRAT HiE
W OREBUSNDHEEIZOWNTIL, A CP/CPS IZH5< 45&7@ﬁ LTV RS ETLA
DR,
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9. 6 HEEHIE

9. 6. 1 FABDOEHER

AFRRERIE, FIHF DA CP/CPS9. 4.3 ITEK L7 Z EITER L TATHEFIZ OV T,
BfRE I LU O EEE A DR,

FIJHFE A CP/CPS9. 4. 3 IZIRRDFEAT: « B L TWD Z R LRGE, AR
AERIIRIHE ~OFF OB ZIT O Z &< FPE TR U THIT LIZRIREGER F 4 %
MEELZENTELHOLE L, ZHICKH LAAZFIZ —U0fEk, ##ER LI TEITH 2
ERTE 72N,

9. 6. 2 ZERARIABOEBHER

RIBAFDIL., BELWEFE DA CP/CPS9. 4.4 (ZHENR LT~ Z S IZEK L TA U-HEEIZ DN
T, BREICH LU0 FEEE2 A DR,

9. 6. 3 AAHHE

AFAERE, UFICED D FHEE EOOFH IR LA C-HEEICOWT, BFREIC
*L—UIOETE AL,

(1)  EBREFES CRL OFfS, FIHZICLVFIHE D LS IEBARGEE SO B a
— X VAT NEICEHENERE B DIRBUC L DM 0B EE,
(2) ﬂ%%#%@%%$ (2 D RFRFERN TORINLERAS, 1EY 72 i X 0 RIE
Li=BA, SIS L0 3AE L-HE,
(3)  AFBFEROPBEILICAE S FRLE 2 Ehi L, FEIELIRRICRAE LI-RE,
(4)  WIZBIT2ERE TR L - TRIAE ., ToME =% (BLARIEEEZE0L)
IR B2 12 E,
(7)) RS FEL MK, ok, HIE, Rl REL B, %
() NS 8RS Hidn, ZEh, WEL, 7EgES
(7) BRI OFATE
(=) Feflpr, BUF. 178 BITEICKD1ER. RMEL, Gd%
() EEOMISFIL, ERROE LS AGRIERLSN O > 2T LD L
(1) Hir Ed L <ITEH LA Kmﬁﬂu%é/xTAékiﬁézE#
o5 & ARGEFER DN L7455
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(F)  AFRFER, A CP/CPS IS FBH A WMUNCEITLIZICHEADLL T, R
SEREITL LIFBITEREZAE L S8, »20bfRIcEsZ LERoT
HLEF TR

(7) S EEEZEDARVTERE LT —E A IEECE#H STV HHE
Z DMAGERER ORI =06 S5 FH

9. 7 HE

HMRFE . BABGREE OITHICERN LT, H=FICHENECLEE. ARERIIRE S
nobol L, FMMAHEEIZBABRREA D, HEREORDZA D,

9. 8 XEOEDWMLKRT

9. 8. 1 XEDHHM

A CP/CPS 1%, MHNA CP/CPS Z 7 =7 H A b RICHEBBLEZABLIVARE RS, K
CP/CPS9. 8. 2 TREHELT DA CP/CPS D& T LAHTICA CP/CPS MMEZh & 70D Z LT 72\,

9. 8. 2 #T

K CP/CPS %, X CP/CPS9. 8. 3 12 D ki sk A bR & . ARFGERINER KT LIZFER
T 72D,

9. 8. 3 RTORELHFHEHR

A CP/CPS9.2. 9.3, 9.4, 9.5, 9.6, 9.7. 9.8.2. 9.8.3. 9.11, 9.12. 9.13 OHEIZ>
UWTIEIAR CP/CPS O TH S, T Db D ET 5,

9. 9 HEAAOBFRERICHT HEHEER

AFRRER 2 BRI LIERI ORI & 7p o 7o 356 Wl FRa2 b > TITH
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9. 10 &l

9. 10. 1 HETFH=

WH OB ELE L, WH. A CP/CPS OWETH#ITH Z N TE D, RIFRHE DM,
i f: i#%%j:%?%ﬁﬂo)%ﬁrﬁqu\i f: 63:%‘%&%@%—11@%?%7‘:?& B0 HE)%%%%EZI))E&HT@EKDL
179, F7z, ACP/CPS DEBERHRIEAZLEH T HLEIZIE, Fill WZHREEITH .

9. 10. 2 EHMAZELHM
A CP/CPS DINFIZEE RN H - T-5A1E. VARY MU ICCTHEEERAT S,

9. 10. 3 FTLzxH FrHBUFOEEER

AFIERTIE, A7 V=7 MBI FITREAEY +—~ v P TEESNLD TZORE L7220,

9. 11 WNEMRFHES

A CP/CPS 1T EREFEEBE IO U AHEIZTHOWTIE., Er 28 —ROHE

BIEBHIFT L T 5,

9. 12 #%

A CP/CPS \ZHES K RBREFRH B AE L 2G>V TR, AAEDESZEM T 5,

9. 13 #EJEDESFICOT

BfRE L. A CP/CPS9. 12 D HEHLYE 2851 5,
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9. 14 ZFONOEE

9. 14. 1 Z£8E

A CP/CPS IZBITAEEFHIZ, HEROEDEZ L TWAHHEAEZEE, A CP/CPS 2 ekiT £
T T SNV RY . OT R TOAEFBELVEILEIND,

9. 14. 2 &E
ARBFERIE, FEFERICED 2 EBICONWT, BEF~OFEEE LT,

9. 14. 3 HEETRENM

A CP/CPS DB DHUEN, MISNOBAIICL Y, BHEITHITRATRETH D & SNz
GAEIZENTH, BROBETANTHY . YFEOBERITHROEHMICEET 2 L H it
NI

LA, PRAE, o, EITBEEBOPREIZ OV TRET A CP/CPS OEASFIAIL, il
DOHUELITHBEL. £7o, ZORBEIE> THPITHRETH D Z LIZHOEYFEHIIEET D
LDOLET D,

9. 14. 4 #fT (FRLERLENOKIE

FIRAF X, A —ERICETA3HHO-DICAM L-FRELBEHIZOWT, YB3k
THZEIEITERWLDET 5, £, FIHEORY—E X205 ZERICHT 5
tHOFERMERFEIL, ARV —E AL DO ~D BT D REDOKIE L 1T 5700
@&‘é—éo

9. 14. 5 ™E

BRNCHES D,

gzl
A CP/CPS 1%, 2022 4£ 03 A 15 H 6611 5,
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10. FHRESR

1T

7 —Hh A7 (Archive)
SEHEORITIEIRE., KB 2 V326 U CRE R REZRBIC CRIIRRE 5 2
&

7 7 A4 (Access Control)
2 —YF ORISR U=l 21T 9 Kk, T—X~DT 7 AZHONWT, BENFHA] S
NTWDHANIZRD T 7 BATEX S X IR, ST TFETHETSZ &,

T2 Y XA (Algorithm)
ZZIERWTE, BETATY) AhE ST, BabkT7 3 AAE, HRicx LT
—EDZEH A L CIEH A 5 =3 [ CERIR EE e I T 5 72D ORISR BL L 72 #
HIDEE VY 2457,

W5+ = —/ (Cryptographic Module)
B8 DA R, RE. FIHREICBWT, ¥ X2 V74 2T 2B THEHA S
HITRTx2T N—KRoxT7 HDHNEFNE AR DT,

T

#~7 (Key Pair)
INBgERE 5T USRI 2 A L OIS T D B4, 2 SOEE, — o
MO OF A E X 7 EE & R,

#EE (Key Length)
BOESZE Yy MITRLELD, BEOMEZRETHEED 1D, —RIZHEN
BWIEfEGmN I WE s b,

#EDFEFE (Key Escrow)
BAGEE TR A O B ORI E T D L

EMAL (Activation)
VAT ARHEEE AR REIRREIC T A T L,

46

Copyright 2022  Dai Nippon Printing Co., Ltd. All Rights Reserved.



HEMAE R (Activation Data)
VAT AREBEE LG T D DI E L 5T — &, BEYAMIZIE, PIN 22— R0
INAT L —RELIET,

o fishfk. (Compromise)
BRI BA HEREDOZLMED, WHEORR, 5 =F X DMHFEICL > TR
iz, b LITKRDONTZ RO & 5 FREDF A%\ 5, FRAER OB SR fasat L
Tt SRR BIRIT SN2 TOMHEOEHEEN KDL S,

o ABA#E (Public Key)
INBREERSE B RUICBIT DHAT DS b O—o T, WEMFEOMAICEHSETHAL
THH IO, BEFELOBIEIAWDGA. BAREEE LIRS D,

o  /APBA#ERF S 72 (Public Key Cryptographic Algorithm)
B L7- 2 ot (AR E B4 ZHEHT 2 IExFrRE 5 5 (asymmetric
cryptographic algorithm) ® 1 > T&H VD, —HO#E (KK THWSLLET —Z1
o8t (FEAEE) TOAREZFTELLIITR>TND,

1T

o HCOZELIFHZE (Self-signed Certificate)
FRERY, B OZFEAT A7 DICRITT DR E, FEEICRE S N DRI ERAT X
& (Issuer) &#4T# (Subscriber) & MR[FE—IZ78-> T\ 5, A CP/CPS CIXiRRER
REHE L FER L TV D,

o K% (Revocation)
FEEO AN, BAENEIAMED L ITZ O REMENBE LIoGE . EHE
DOFLHNBFICEENAE UTGAEIC, MHROGFEAZELZENCTDHZ &,

o GEAAE (Certificate)
FRRERT R OFAIIEH & ABHEE L xS LTS Z & AT 28 1 30E, BREkt%
FOMBIIER, ZONREE, BOFHER - §FH, BITRRIERA R ENEL—HONE
WIC, FREROE S ZBLENIMLTZbH D,

o EFBAEZLZNY A b (Certificate Revocation List = CRL)
9%5_% L?‘:?ft%%@ Uz ]\o %@JU A MZO;’E\ ?ft%%%%\éﬁ szg.uu uE% %%{%
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B d,

o GERAEIR U 2 — (Certificate Policy = CP)
FRRER N RER E A FIT T A B OIE A H it & o 72 3CE,

o EXHE (Private Key)
NSRS FRICBIT AT O bEO—oT, AT SN2 NE I L TBL
gt BEAFEBLOERICHOOND 2D, BL4HELE LRSI ND,

o EXMEMET 2 —/L (Hardware Security Module = HSM)
e 2—/D ) b= U =TI X0 BN ZEIERT 588, BICRGER
THEA S WX o Whe b HRERBHFEEEE LM AT ST 2— 1D L,
EEYa—] S,

747

o B#JF (Registration Authority = RA)
AEFEDFITORNDO 7 0 ATB N T, RAMERHERBCRBRER > AT LD T — 2 %
PR D — R EE A RSRE R O KEE & 32 1 TAT O MR, BRI, REAERB L ORSN D X
~ DAERIFATOR,

o FEFEAX (FElectronic Signature)
FEWRS AN TH D Z L ZFEATHEFIRT —F T, KR TIET I n /B4 EE
FT =X LT ObLEENDLIN, T TIE, TUHXNEL (digital signature) DE
WTHWD, BERMICIE, BAKRT —F DOy v 28Il LT, BA# TR S{LL
b D, BFELOBREHI EFBELEZAHETES LIEE TOT =2 Dy v 2 fl
LERATHIETHREE R D,

21T
o FRFE)S (Certification Authority = CA)
REBHEDIIT. Kh, KehU A NOBREDO Y —E A %17 5 G5 S L7 /kk,

o FREFHEMBE (Certification Practice Statement = CPS)
FALROETENE, 2222 AR DIz, AR OER SR, B4R - FH.
BESFHRHEZCER L0, FIHE - BAMRGEE E ORGERONTE IR D
%0)0
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J$47)/7 (Issuing Authority = IA)
BERRIZIR WV THERE - AR I, BEINDFEHEORITHIH NI L, BEFEAEIT
WV, EFREE A FTT DR,

Ny o =2 B3 (Hash Function)

T BB EIC L > T EOR I/ SE 2B THY . Bipb 250N
THENBR CHIMEZ R T 2 2 & NREEZRREE, MAENO ATMEZNET L &
IR,

Ny afi (Hash Value)
OOHMEIZKT DNy a2 BEOHE, Ty 2B SR,

74 —7U >~ (Finger Print)

HOBAREAER COEHENGIA SN TN L ZFEAT 572007 —4% (O~
yaf) OZEEWS, TOFEHENME - THDH I LEZIEHTE L2 Lnb,

WENEPETN TV D, SHA-1 (N =B IR VER L7 0 o T—7 1 v M,
10 HiD 16 THY, T0) ~ 9] KW TA] ~ [F] OXFOMEETRIND, T2
L. 740 H—=TV U aFmd bV 7 b7 OFEIIN—Ta 128D, K
LI oME, T X T ) (A=) OINERRFIENRRLZ L
N5,

HEENEB (Dual Control)
BANEWRA~OT 78 A AT 2EM - BEFEICBIT DR ETR/E LT 2810, B
DNHIE SRR Z S E, RENENZNOEBIEZ Z1T L U LO THIED
BEREME K L 9 IC T D IEET R E e =,

7175 A)L (Profile)
FEAE (A B 4REAE, FIHFHGERAE) | &2 A & (CRL) HEOREHFRD Z &,

A Y 2 —7KkE8F (Policy Authority = PA)
RFEFER DR Y 2 —DIRER CPS (A CP/CPS) DAFREZITH . AFRIERICEIT D i
R R EME, Yot X2 VT A RESE WD,
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o A ANMMEZR (Identification and Authentication)
i NSO AR OFBRERI BT D 1H WA, AN (RIR) OO THLHZ LEHFERT D
172,

. YARY MU (Repository)
REAESCRZN U A b, CPS ZH&2RE L, sEAEMAZEZEICK LTINS OBREDY
—ERERMET LR T 4,

o FIFAZE (Subscriber)
KFFER~DOHF ERTHATAD LITEERETH Y | ERIGEAELZF T 2E
e,

e 17 (Log)
a2 o — X OF RSB Ofidk, BIEST — X OEZEEM T AR L |
BEE . BMENE., BENEENTEEIND,

A—G
e CA (Certification Authority)
[GRRER | &R,

e (N (Common Name)
ITU-T (EREEXREEES —T) 23R E L2 X. 500 B IcBWTED b, hl4
(Distinguished Name) OHFIDOUEODEME, EH, —MAIR4FE CFRPANThHil
TAL) 2R

e (P (Certificate Policy)
[RERAERY o—) &R,

e C(CPS (Certification Practices Statement)
[FHRERER SR 2,
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e CRL (Certificate Revocation List)
CRERIE AU 2 ) BIR,

e DN (Distinguished Name)
ITU-T (EBEEAGEEEE —T) ARE L7 X 500 B2V TED bit/ilkil4, Co
(Organization Name = #H#%4) . OU (Organization Unit Name = #HFRERH4) . CN
(Common Name = —f%4) ZEDOBMTHEEIN A,

e FIPS 140-2 (Federal Information Processing Standard 140-2)
FIPS | LR#s 8 AR AL B ARS 248 L. FIPS 140 IR B 2 — At xa V7 4 &
#%EELTW%%2m9$7ﬂﬁﬁ®ﬁ%@mﬁﬁjﬂ%lﬁSH%ﬁ@FPSsz
Thbd, BFEYa— /I, EX2 VT 4 LLE WS EEERSH Y | EDEEIC
HWETHMNITRY, KK~V BRE LV 4 ONWTANIE TIDH HiLD,

H—N
e HSM (Hardware Security Module)
[BAREIRE Y 2 —L ] B,

IETF (Internet Engineering Task Force)
A X —F v NTHHA SN HTZmEL T Dk, A > X —F v DO 2 RS
T % IAB O RS, Z 2 TRE SN HMHARIZI RFC & LTARIND,

I1SO(International Organization for Standardization)
EEERE LS, BER0BHEZRH LW AW T, EEMICEAT 2K - &
HHORIEZ HIgE LT\ 5,

ITU (International Telecommunication Union)
EBFE A (UN) OB D 1 > Th 2 [FHEEXE(EEH G, BXGEREOUE, S EAH|
HAEZEHE LTS,

ITU-T (International Telecommunication Union - Telecommunication Standardiza

tion Sector)

BRI E A O R AUB [ AR ML ET .,
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Oo—-U

OCSP (Online Certificate Status Protocol)

FEAED AT — & A (R « —HHEIE L TR E I ) 24 T4 » TRIWEbE
H7m han, OCSP 7747 v k& OCSP L AR Z (—X) L DOREOEE FIECZS
WTHD RO TS, 0CSP 7 T A 7 ME, 0CSP L AR FITH LT, k5 &R DRE
HEDOT VT NVEFE, BFEBELFE THEET 2.

0CSP L AR U HiF, IWEDEDH - -FEHEDIREALE B4 & TRET 5,

0ID (Object Identification: A7 =27 FikBl+)
T & 7 D2 BERERT (IS0, 1TU) (ZXEk L7zl F. BB T AU XA
REBENICEEANT 2400 (subject) DX A 7 (Country £4FD@EME) FHIX, A7 V=
7 RiRBIF L L TBEEN TV A L DOMER SN D,

PIN (Personal Identification Number)
ENGEFE RO Z &, RFIERICB W T, FIR#EOBLHZ IR LT 27250 PIN
D ZAIUTEYET D,

PKI (Public Key Infrastructure)
NBAFERE S H X EHWTHER VAT A, I 3227 —2a v AT 50X 2 YT 4
EHERT D720 OB O KO — B A,

RA (Registration Authority)
(g R,

RFC3647 (Request For Comments 3647)
REC &L1E, A & —%y MIET DIEECEORIR, Z£D 12 Th D RFC3647 1%, CP
HLITCPS ZERRTAT-DOD T L —LT— 2 K OHA RIA4 &L TNV 5,

RSA
Rivest. Shamir. Adelman ® 3 ADNEAFE U 7= ABAGNS = KD—>,
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e SHA-1 (Secure Hash Algorithm —1)
BFEAEMEDOND Ny 2OV E D, FXNE 160 By DNy v afliadg
AL, BEREOWG CHET 2 2 LT, BEET THRIDIIAIN TR E
BT 22 Em-TE 5, Rl —HREEZEZL0, Ny ¥ 2l bR 2 fE
FTHILEITES, FEFAUAY V2 lEZERT OO vyt —V2FElT 22 813
D THEETH 5,

e SHA256 (Secure Hash Algorithm 256)
SHA-1 DMk E 72Dy ¥ 2 B SHA-2 DAY m— 5 > D 1 D, RIS 256 B b
DNy ¥ afliE KT 5,

V—2Z
e X.500
X. 500 2 U —X%, ITU-T T 1988 FEICHk b S leT « L7 MY - —E 208 (H
BAmHE) CTH D 1997 FITH LW N2 b Tnd, Zofkcid, 74127 R
DOEERZ OREJEHIE, v —EARA T V=7 FOERREDETEND,

e X.509
ITU-T WNEDT-. FEBHEICETAHE, N—Ta 001, 2, 3 bbb, ARFEIARBFR
ITTAFAEIAR— 9 0320 TEY, CRLITIAN—V 3 v 22 H0nTn 5,

. X.509v3
FERAEICEET D ITU-T B D N—T g > 3, BRIC=7 AT v a v (JREER) 245
o, BT ENARERGEHED Z &, BEFEL. GRS B R E &
b,

e X.509v3 key usage
FEAET I AT v a v O—D T, @#ERFHIN BENERETHDHEDOZ &, BT
B4 SR IEEOEFF RN S D,

53

Copyright 2022  Dai Nippon Printing Co., Ltd. All Rights Reserved.



11. SFHE O o274

(1) FERAFEHEAGE I (Basic)

AL REEAE

Version &
Version EFIEAET +—~ > FOAN—=Va UFE

A INTEGER

fii ;2 2 (Ver.3)
serialNumber fE

CertificateSerialNumber

EFAEWHD Y T LH 5

1 INTEGER

8 == 788

* U T NEE

Signature {1
AlgorithmIdentifier EAFFEHES~OBL I SN BTV
=Y X LD
Algorithm BHTNAY RO TP/ k1D
A OID
fili : KBHTNATY XL 1.2.840.113549.1.1.11(SHA256withRSA)
Parameters BAHT T Y X LDFIEK
. NULL NULL
18
Issuer i
CountryName EREERITE OEA
Type E4DA7 Y= b ID
Al OID
f£:2546 2.5.4.6
Value E4 DfE
7 : PrintableString
& : JP JP
OrganizationName B REERITE O
Type fiks DA 7= 7 M ID
Al . OID
f£:25410 2.5.4.10

Copyright 2022
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Value AL DIE
7l : PrintableString
i © <<£Fr>> Dai Nippon Printing Co., Ltd.
CommonName EAREREIATH DO EA 4
Type BEHAHOA T =7 ID
A . OID
fili:2543 2.5.4.3
Value [EH 2 PROE
7l : PrintableString
fl  <<#RGIER% F>> Dai Nippon Printing for Dpost CA G1
Validity il
Validity B REAE OB IR 1541, A4
notBefore Ban H I
A UTCTime * A ZhBA AR F R
fifi : yymmddhhmmssZ 181023152206Z
notAfter HET HEE
A ;. UTCTime * AT AR
f& : yymmddhhmmssZ 331123152206%Z
Subject &
CountryName B IEAERITE OEL
Type EH4oA7Yxs N ID
A OID
H:2546 2.5.4.6
Value 4 DfE
7 : PrintableString
& : JP JP
OrganizationName B REERATE OMMEA
Type Mk oA 77 b ID
Al OID
f£:25410 2.5.4.10
Value AR DA
7 : PrintableString
5 <<F>> Dai Nippon Printing Co., Ltd.
CommonName EREREIATH O EA 4
Type AELFROA7T =2 k1D

Copyright 2022

. OID

55

Dai Nippon Printing Co., Ltd. All Rights Reserved.




fiti:2543 2.5.4.3
Value EH A PROE
7l : PrintableString
fiti : <<§BRER4AFr>> Dai Nippon Printing for Dpost CA G1
subjectPublicKeyInfo L=}
SubjectPublicKeyInfo T IRREEIEATHE O ANBH G H
AlgorithmIdentifier W57 L TV XL ORI (BRSNS &
Ny Yo B
Algorithm FETNTY RADOAT V=7 b ID(RSA | RSA Encryption
PUBLIC KEY)
I . OID
fE:12840113549111 1.2.840.113549.1.1.1
parameters BLTNAY XADFHK
A NULL NULL
subjectPublicKey INBRSEE
A BIT STRING
i« APRERAR 2048Bit
(2) FEPHEAEENL IR Ik (extensions)
basicConstraints (extnld :===2 529 19, critical :== TRUE) &
BasicConstraints FEARH I R
cA CANE I aRTTTT
7 : Boolean
il : True (CATH5) TRUE
subjectKeyldentifier (extnId :== 2 5 29 14, critical :== FALSE) i

SubjectKeyldentifier

keyldentifier

B REERATE O ARSI T 5 HH
A BREE DR

A : OCTET STRING

f: #8477 @ subjectPublicKey ® Hash

f

T

8b:86:91:07:2f:76:df:05:5f:45:cf:83:89:29:

42:b7:5ateT:acie6

keyUsage (extnld :==25 29 15,

critical ‘== TRUE)

[

KeyUsage

FEOBHER
A . BitString
fi& - 11000110
(digitalSignature,NonRepudiation,

CertificateSigning, CRLSigning)

11000110
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11. 2

REBAERZ) X b

(1) CRL f¥5H1(Basic)

Version &
Version TH—~y hON=Va UFE
7 . INTEGER
i @1 1 (Ver.2)
Signature {1
AlgorithmIdentifier FERAERGN Y X h~DOBAIHEH I NIZE
TN Y X LD
(ABAgERE & Ny v = B30
Algorithm BLHTNAY ALDOFT V=2 b ID
A OID
fili : KBAHATNLTY XLD> 1.2.840.113549.1.1.11(SHA256withRSA)
Parameters BALATNAY ZLDFIH
. NULL NULL
18
Issuer &
CountryName REHISERZN U A R RITH OEA4
Type E4 DA77 N ID
A OID
H:2546 2.5.4.6
Value 4 DfE
7 : PrintableString
& : JP JP
OrganizationName FERAERSN U A N RATH O
Type Mk A7 N 1ID
Al . OID
f£:25410 2.5.4.10
Value AR DA
7 : PrintableString
5 <<fF>> Dai Nippon Printing Co., Ltd.
CommonName FEFAEAN Y X D RATHE OEA 4R
Type BELFROA7T Y =2 hID

7. OID
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fEE:2543
Value A 4 PO fiE
7l : PrintableString

i <<FATRAF>>

2.5.4.3

Dai Nippon Printing for Dpost CA G1

thisUpdate L=}
thisUpdate HEhBAA B
A . UTCTime * A B4R A
fif : yymmddhhmmss % yymmddhhmmss
nextUpdate {1
nextUpdate WR|E] 5T E H IR HEBRAE S 7 B

Al . UTCTime

f& : yymmddhhmmss

* HHTTE A K

5] yymmddhhmmss

(2) CRL fZEHAEL SR fE I (extensions)

authorityKeyIdentifier (extnId == 2 5 29 35, critical :== FALSE)

AuthorityKeyldentifier FEFAEERZ Y X FIATE OABRSZEAT 5
TH
keyldentifier N BREE DT

A : OCTET STRING

fiE: FBFER D subjectPublicKey @ Hash | 8b:86:91:07:2f:76:df:05:5f:45:cf:83:89:29:

& 42:b7:5ateT:ac'e6
cRLNumber (extnlId :== 2 5 29 20, critical :== FALSE) &
cRLNumber CRL 0&%

I INTEGER

i a=—7 228K *CRL O& 5

(3) CRL = h V) B

revokedCertificates =)
CertificateSerialNumber FEAERSY X DY T AR

1. INTEGER

i 2=—7 7pdsk * U TNES
revocationDate JBh H IR

A . UTCTime

f& : yymmddhhmmss

(4) CRL =2 b U JEBRAEIG
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invalidityDate (extnld :== 2 5 29 24, critical :== FALSE) &
invalidityDate 2L AR

A . GeneralizedTime

fifi : yyyymmddhhmmssz
cRLReason (extnld :==2 5 29 21, critical :== FALSE) i

cRLReason KahEiha— K

(1) keyCompromise

(2) cACompromise

(3) affiliationChanged

(4) superseded

(5) cessationOfOperation

*unspecified /X, cRLReason & L CH{/J

L7,
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11. 3 #HAEMHE
11. 3. 1 (FIFREEEEAE : EA)
(1) REFEHEAGEIK(Basic)
Version &
Version EFIEPAET —~ > FOAR—=Va U FE
. INTEGER
fii ;2 2 (Ver.3)
serialNumber fE

CertificateSerialNumber

EFAEIHD Y T LH 5
% : INTEGER

fif : 2=—7 7283

* U TNEE

Signature

[}

AlgorithmIdentifier

+ Algorithm

+ Parameters

EFEHEA~OBL I SN ELT LY
A L O (ABRGERE S &~y o = B30
CBEATNLAY ZLDAFT V= FID

Al OID

B <KELTNLVIU LD

cBLHT Y XADBIH

1.2.840.113549.1.1.11(SHA256withRSA)

. NULL NULL
& : NULL NULL
Issuer &
CountryName B REAERITE OEA
- Type cEHOAFT s R ID
Al . OID
f£:2546 2.5.4.6
+ Value - [E4 Ol
7 : PrintableString
& : JP JP
OrganizationName B REERITE OMMEA
 Type cffRE oA TV =2 FID
Al OID
f£:25410 2.5.4.10
+ Value - Ak DB
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7l : PrintableString

i : <<&HAAF>>

Dai Nippon Printing Co., Ltd.

CommonName B AEEIATE OE AL TR
« Type cEHELHOAT P27 R ID
7 OID
fiti:2543 2.5.4.3
* Value - EALAFROME
7l : PrintableString
B <<FAT R4 FR>> Dai Nippon Printing for Dpost CA G1
Validity il
Validity H-RE DA 2 AL - Bk 13 A
* notBefore - B A I * A RIBHAA A
B : UTCTime
15 : yymmddhhmmssZ yymmddhhmmss
- notAfter LEEES S * AT ARE
B : UTCTime
5 - yymmddhhmmssZ yymmddhhmmss
Subject &
OrganizationName T AEAEITEH OBEH 4R
- Type - BEELHOAT =2 k1D
il OID
f£:25410 2.5.4.10
+ Value - EAZFROMHE
i : PrintableString or UTF8String
Ml <<FIAH DKL >> FIE DR A
OrganizationalUnitName BT REHERTAE OREE 5
- Type fEEOAT =7 hID
4 : OID
ff:25411 2.5.4.11
+ Value - i E i

OrganizationalUnitName

+ Type

Copyright 2022

7 : PrintableString or UTF8String
i << —E 2N FAFERTE S>>
JIPDEC #57& OID
- JIPDEC &0 A7V =2 + ID

i

i

OID

m:25411
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+ Value

CommonName

+ Type

+ Value

- JIPDEC 57 OID DA
7l : PrintableString
fii : <<JIPDEC #§& OID>>
B AL EFTAE OB A4 TR
- BEELHOAT =2 M ID
7 OID
fEE:2543
- EALAFROE
M : PrintableString or UTF8String

il - <K& D RA>>

JIPDEC f57& OID

2.5.4.3

FIHRE ORA

subjectPublicKeylnfo

SubjectPublicKeyInfo

AlgorithmIdentifier

+ Algorithm

* parameters

subjectPublicKey

T A BT O AP

W57 L) X LD (AR5 &~y v
= 350

CHEETNTY XLDAT V27 b ID

(RSA PUBLIC KEY)

il

: OID
H -

—=

12840113549111

CBAT T Y XADFIE

K=

: NULL

=

i : NULL

NBRHEE

e

: BIT STRING
fiE -

INBRHE

1.2.840.113549.1.1.1

NULL

NULL

2048Bit

(2)

Al IR A ME PR FE Ik (extensions)

authorityKeyldentifier (extnld :== 2 5 29 35, critical ;== FALSE)

AuthorityKeyldentifier

+ keyldentifier

AL EIATE O NSRBI 2 R
- INBREEDOF
: OCTET STRING

k2

& : FBFE/R D subjectPublicKey @ Hash &

T RE E AT E O R E O

subjectPublicKey @™ Hash f

subjectKeyldentifier (extnId :

==2529 14, critical :== FALSE)

[

SubjectKeyldentifier

+ keyldentifier

Copyright 2022

B AEAEITEE DN T 51 ®
* NBREEDOFF
A : OCTET STRING
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il : AT O subjectPublicKey ¢ Hash fi *FIHHEFEPED subjectPublicKey
Hash &
keyUsage (extnld:==25 29 15, critical :== FALSE) i
KeyUsage el I ERER:D]
7l : BitString
fi : 111000000 111000000
(digitalSignature,
nonRepudiation ,keyEncipherment)
cRLDistributionPoints (extnId :== 2 5 29 31, critical :== FALSE) fE
cRLDistributionPoints CRL FeftARA > b
DistributionPoint CRL FeftARA > b
- fullName - CRL % Fft¥ % URI
i TA5 String
fi : http URI *CRL 23FAfi &5 URI
http://mpkicrl.managedpki.ne.jp/mpk
1/DaiNipponPrintingforDpostCAG1/c
dp.crl
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11. 3. 2 (RAARASE : EA)
(1) FEPEEA IR (Basic)
Version il
Version EFEHE T —~ > bONR—=V g V&K E
. INTEGER
fi£: 2 2 (Ver.3)
serialNumber &
CertificateSerialNumber EAEAHEDO Y TAES
A INTEGER
il == 2K * U TNEE
Signature il
AlgorithmIdentifier EFIEAE~OBLIERASNTZZLT ALY X
L DOFEHF
(NPHEERE S &~ o o = B
+ Algorithm CBLHT NIV RLDOFT V=7 M ID
& OID
i <BHT LAY XL 1.2.840.113549.1.1.11(SHA256withRSA)
+ Parameters CBHTTY XADF|
A . NULL NULL
f& : NULL NULL
Issuer &
CountryName B REERITE OEA
- Type CE 4047 V=7 b ID
& OID
fE:2546 2.5.4.6
+ Value - B4 ofE
M : PrintableString
i : JP JP
OrganizationName B REERATH OMMRA
- Type kB OA T2 N ID
o OID
fE:25410 2.5.4.10
+ Value - Ak D E
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CommonName

AL EIEATHE OEH 4 PR

« Type cEHELHOAT P27 R ID
7 OID
fiti:2543 2.5.4.3
+ Value - EALAFROME
7l : PrintableString
i <<F1T R4 F>> Dai Nippon Printing for Dpost CA G1
Validity il
Validity H-RE DA 2 AL - Bk 18 » A
* notBefore Ban H I * A RIBHAE A iy
B : UTCTime
15 : yymmddhhmmssZ yymmddhhmmss
- notAfter HT ARE * HHE T Ay
B : UTCTime
f& : yymmddhhmmssZ yymmddhhmmss
Subject {1
OrganizationName ENAFR
- Type CENAFEOAT P =7 B ID
il OID
fH:25410 2.5.4.10
+ Value EANAFROE
7 : PrintableString or UTF8String
i <<IEANLF>> BN
OrganizationalUnitName B AEAENEE ORER S
- Type cFAFORESFDOA T Y= h1ID
4 : OID
25411 2.5.4.11

- Value

OrganizationalUnitName

* Type

+ Value

Copyright 2022

- FIRFE ORFER 5 D
7 : PrintableString or UTF8String
B <<¥—E AW FIRERFERS>>
JIPDEC #57& OID

- JIPDECHRED A7V =2 | ID

&

: OID

=

H:25411
- JIPDEC 57 OID O

7l : PrintableString
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CommonName

+ Type

+ Value

fii : <<JIPDEC #§& OID>>
B AL EFTAE O A4 TR
- BHEFOAFT V=2 b ID
7 OID
fiti:2543
- EALAFROME
A . PrintableString or UTF8String

il - <K& D RA>>

JIPDEC f57& OID

2.5.4.3

R D K4

subjectPublicKeylnfo

SubjectPublicKeyInfo

AlgorithmIdentifier

+ Algorithm

* parameters

subjectPublicKey

ETIEAEFTAE OABRSE R

= BE%0)
R TAITY XADOFT Vs N ID

(RSA PUBLIC KEY)

Ll

OID

E:12840113549111

=

CBAT T Y XADFIE

K=

: NULL

=

i : NULL

NBRHEE

: BIT STRING
I« APRERA

W57 V=Y X LD (NSRS LNy v

1.2.840.113549.1.1.1

NULL

NULL

2048Bit

(2) FEWIEEVESLR K (extensions)

authorityKeyldentifier (extnld :== 2 5 29 35, critical :== FALSE)

AuthorityKeyldentifier

+ keyldentifier

A REAEFATHE DA BT D1 H
- INBREEDOF

k2

: OCTET STRING

=

: RBRER D subjectPublicKey @ Hash &

*E LA ERTHF O ED

subjectPublicKey @™ Hash f#

subjectKeyldentifier (extnld :== 2 5 29 14, critical :== FALSE)

[

SubjectKeyldentifier

+ keyldentifier

AL EFTAE ONBREEICB T 2 R
- INBREEDOF
A : OCTET STRING

il : FTA 3 O subjectPublicKey @ Hash 1

*FFHFAEAE D subjectPublicKey @

Hash f&
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keyUsage (extnld:==25 29 15, critical :== FALSE)

KeyUsage

OB AR
T : BitString
fi : 111000000
(digitalSignature,

nonRepudiation ,keyEncipherment)

111000000

cRLDistributionPoints

(extnlId :==2 5 29 31, critical :== FALSE)

cRLDistributionPoints
DistributionPoint

- fullName

CRL Fiff A > b

CRL Fiff A > b

- CRL #fidf+3 % URI
) TA5 String

fif : http URI

*CRL »3fidAi & 415 URI
http://mpkicrl.managedpki.ne.jp/mpk
1/DaiNipponPrintingforDpostCAG1/c

dp.crl
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